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 \Where a calculator on the Eniac is
equipped with 18000 vacuum tubes and

welighs 30 tons, computers in the future

may have only 1000 tubes and weigh only
1 1/2 tons
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*Anyone who Is not shocked by quantum
theory has not understood it.

| think I can safely say that no body
understands guantum mechanics.



[Quantum ]Jtheory has, indeed, two powerful
bodies of fact in its favour, and only one thing
against it. First, in its favour are all the
marvellous agreements that the theory has had
with every experimental result to date.
Second,and to me almost as important, it is a
theory of astonishing and profound mathematical
beauty. The one thing that can be said against
It Is that It makes absolutely no sense!

Roger Penrose
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Hilbert space

Schrodinger's

Quantum
Mechanics
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Bell-EFPR
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Reversible computer Reversible Computer by
Bennett 1973 - guantum mechanics

P Benioff 1976
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EFEN (2)
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Prime factorization . 1/3
shor, 1994)  PeP2=N eXp(” )_> poly(n)
Pell’s equation x> —dy? =N exp(n1/2)_) poly(n)

(Hallgren, 2002)

Grover search — appointment scheduling
and period finding — group theory computations
also: quantum simulation

Raz algorithm — distributed simulation

sampling complexity: disjoint subsets

finite-round interactive proofs

pseudo-telepathy (Bell inequalities, game playing)
quantum cryptography

quantum data hiding & secret sharing

quantum digital signature

e jé%%%% some computations are not sped up.at all!)
See DiVincenzo & Loss, cond-mat/9901137



Factorization: heart of encryption

RSA-129
221=13 x 17

11438162575788886766923577997/6146612010
218296721242362562561842935706935245733
89783059712356395870505898907/5147599290
026879543541="? Factorized in 1994

349052951084 765094914 7849619903898133417
764638493387843990820577 X

32769132993266/7095499619881908344614131776
42967992942539798288533

EREPNE YN ES 26



o Stepl: 8 months /600 volunteers /20+
countries

o Step2: 45 hours (on a 16K MasPar MP-1
massively parallel computer).

e Bank of England uses a 155 digit number
for its cryptography.

EREPNE YN ES 27
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CMOS Device Performance

New device structures are needed to maintain performance...

—#— Conventional Bulk CMO%
# 501 (silicon-on-insulator)
High mohility
w Double-G ate

Relative Device Performance

1988 1992 1996 2000 2004 2008 2012
Year
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CC requires N operations for the same
task. CC parallelism=2% £ i1

QC parallelism = $5 212 Ji11.
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f,n () =y modN ff,

NI

£ B 1

A%, y=7,N=15

X 011 12 |3 |45 |6 |7 |8
7X 1|7 |49 343
7mod15]1 |7 |4 |13 |1 |7 |4 ]13]1

N—

EW ok 4, (742+1,15)=(50,15)=5,

(74/2_ 1’15):(48,15):3
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X 1 A A7 fdan 1 =1 Fourier42 4%,

2-1
1 27ixyl 2"
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y=0
WZE 1 N FAE AP I R ECE N
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Quantum mechanics helps in searching a needle in a
haystack, PRL 79(1997) 325.
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PR I S = LRk

eHadmard-WalschZs #t

| 0) BRARFEU |0 =1—2\0><O\
eHadmard-WalschZs #t

Hadmard-WalschZZ #\W ;

H |0>=%(|0>+|1>)

H |1>=%(|0>—|1>)
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HPHFASRIOR: 00, o> H: AR

Zalka: JiEg¥ > 0--) pi: By continuity, it is now
clear that we can adjust the absolute value of the
amplitude of the marked states to any value
between these extremes. . ...”

Grover: “The above derivation easily extends to the
case when the amplitudes in states of , instead of
being inverted by |, and I ., are rotated by
arbitrary phases. However, the number of operations
required to reach t will be greater. Given a choice, It
would be clearly better to use the inversion rather than

a different phase rotation, ... . -



Replacing the phase inversion of the marked state

‘Wj>:Aj‘C> Bj|T>

{ io N—2 2«/N74\ |
A _ N N (A :[—em cos23 sinZﬂ) A
Bla) | o 2JN-1 N-2 |B, e’ sin2B  cop)\ B,
\ N N

Using direct calculation, we found that
the algorithm did not search in the way
as expected: It fails totally

Nl N 20 E B 56




B | P....<2.6%

0 lE_—MX—
0.14;.' H. ﬂ- '” W H‘ f Foa™ e o
ool IR I RS A L
0.1 j \ f /\
G.DB& - . U_ U_ U j ' u U_ \L .
P,..i->0.36%
0.04_

~ G.L. Long, W.L.Zhang, Y.S.LI, L.Niu, Commun. Theor. Phys.
‘“‘2:‘ 32 (99) 335

| EID | | | qﬂlg'_/.\d’*//tlﬂli—l EIG | | | BIG | | \Jl‘ 1[:II .
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It fails in general unless if the phase rotations
satisfy the phase matching condition:

0=¢
G L Long et al, Phys:lzett. A 262 (99) 27 =




FAAL UG e A AE 24 LUA A 3 P S 5 B -

Experimental NMR realization of a generalized
guantum search algorithm, G L Long, HY Yan, Y S
Li etal, Phys Lett A286(2001)121

S P H AR, FHREXZ R (20) =
TR I AHA UL Bhattac harya, van
Linden,Spreeuw,PRL88 (2002) 137901

EREPNE YN ES 59




 Analysis of generalized Grover guantum
search algorithms using recursion equations

LI 4) . fEE . S£[EEl Biham, Ofer Biron,
Markus Grassl, D A Lidar and Daniel Shapira,
Phys. Rev. A63 (2001)012310 :

“Moreover, It was found that in order for the

algorithm to apply the two rotation angles must
be equal, namely, B=y”

Rk 00



o Peter Hoyer, Arbitrary phases in guantum amplitude
amplification, Physical Review A62 (2000) 052304

 In particular, the effects of using arbitrary phases In
amplitude amplification have been studied in a sequence
of papers by Long et al. [2--5]

e QOur results complement the results of Long et al. who are
primarily interested in the question of how large phase
errors we can tolerate and still obtain a quantum algorithm
for searching that succeeds with high probability. We are
primarily interested in the question of what restrictions we
need to put on the two angles used in amplitude
amplification and still obtain quantum algorithms that

succeed with certainty. .

EREPNE YN ES 61
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Using the geometric picture of the quantum search
algorithm, it is derived that the phase matching
condition IS

tan (%)[003(2,8) + tan 6, cos 5 sin 25}

7 - 0)
fan = 1—tan¢903|n5sm2,b’tar(§
J

G L Long, L. Xiao, Y. Sun, PLA294(2002)143



-8 (Long Algorithm)
UL R R R REIA

G L Long, Phys. Rev. A 64 (2001) 022307,
Grover algorithm with zero theoretical failure
rate,

B R 64



Long Algorithm
P E I Grover BIA A FHRE ], DA Z£100%

AEFI I = IR, AR, T T
180/ 1) 4% 5]

The maximum probability for finding the marked
state in Grover algorithm is not exactly 100%o.

N 1 2 3 ~/7 =10 =13 =20
N 2 4 8 100 1000 104 106
05 1.0 0.95 0.998 0.9996 1-10° 1-10°

NEE NSy e 65

P

Max



We have improved this by replacing the phase
Inversions with smaller phase rotations.

6 = ¢ = 2 arcsin

Rk 06
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TABLE II. Examples of j,,+ 1 and ¢

N= 2 4 E 6 100 10100 1ot 10° | 0° 1ot

JopT ] | 2 3 B 23 74 T8 7834 78340

i |_ | 0.677007 0698700 0748018 0.854022 090089 0989752 0992688 0.9973
B B 67
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DiVincenzo criteria

= David DiVincenzo (IBM) — requirements MSn ks ne
for a scalable quantum computer: £

. The machine must have a collection of bits

Each bit must be individually addressable, and it must
be possible to scale up to a large number of bits

It must be possible to initiate all of the bits to zero

The error rate should be sufficiently low
Decoherence times must be much longer than the
gate operation times

It must be possible to perform elementary logical
operations between pairs of bits

Reliable readout of the final result should be possible



Physical implementations

Many sub-fields of physics have proposals for QC

Liquid-state NMR = Electrons in liquid He

NMR spin lattices = Superconducting Josephson
Linear ion-trap junctions

spectroscopy + charge qubits
Neutral-atom optical ¢ flux qubits

lattices + phase qubits

Cavity QED + atom Quantum Hall qubits

Linear optics Coupled quantum dots

Nitrogen vacancies in ¢ spin, charge, excitons

diamond Spin spectroscopies, impurities
In semiconductors

EREPNE )Y £ 70
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lon traps

Qubit: internal
electronic state of
atomic ion in a trap
(ground and excited)
Coupling: use
quantised vibrational
mode along linear axis
(phonons)

Single qubit gates:
using laser

Cirac and Zoliér, Phys. Rev. Lett. (1995)




Nuclear magnetic resonance (NMR)

Qubit: nuclear
spins of atoms in a
designer molecule
Coupling and
single-qubit gates:
RF pulses tuned to
NMR frequency

8




An Example: Labeled Chloroform at Room Temperature

Sc o

®  Chorine (3/2) spins interact very

weakly with carbon®® (1/2)
C'|3 and proton {1/2) spins

A
.H cIt

Hamiltonian for the proton and carboni? spins in a strong magnetic field
along z:

H= ngiH}/2 + wgrrf}ﬂ + JgiH}ffic}/‘i + Hpp + Hreat

At111.4T: wyr 7 500MHz J 55 215Hz | Hreat| < 2Hz
we f2 125MHz

73



Linear optics

Qubit: polarisation of a single photon
Coupling: via measurement

Single-qubit gates: polarisation
rotation

|10) = 1o|0) + 91 |1) + 12|2) |9") = 0|0} 4+ 91 |1) — t2|2)

_p.\ —_—
i Knill.

1) ¢ - Laflamme,
\—/{J“ - Milburn,
0) / g -¢ Nature

(2001)




Superconducting Josephson
junctions

Qubit: a) Magnetic flux trapped in loop
b) Cooper pair charge on metal box
c) Charge-phase
¢+ Coupling: capacitive/inductive
+ Single-qubit gates: flux bias, charge on gate,
current through junction

Nakamura,
Pashkin, Tsali,
Nature (1999)




Silicon quantum computmg

= Qubit:
¢ Nuclear spin of single P donor Y I
¢ Electron spin of single donor
¢ Electron charge
= Coupling: gate-controlled
electron-electron interaction —
= Single-qubit gates: NMR pulse: | = P
gate bias in magnetic material;
charge on gate

4] QUANTUM COMPUTER Kane, Nature (“]998)



Bap (= 1072 Tesla)
0=

Ei{i=2 Tesla)

T =100 mk

A - Gates J - Gates

Barrier

Substrate

~ 200 A

7
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Table 4.0-1
The Mid-Level Quantum Computation Roadmap: Promise Criteria
The DiVincenzo Criteria
Quantum Computation QC Networkabilit
QC Approach
NNR
Trapped lon

Neutral Atom

Cavity QED

Optical

Solid State

superconducting

S| =

<ol ioulisrlicel]ce] (el iSRS

Srlisxlice] (Sl iox] (o] (Sl
Srlisxliev] (Sr]ioa] (o] (Ced b
Srlisvlisvlicelisr] (o] (Sl
Ao Sl iev] (Sl ioa] (o] (ol s

Unigue Qubits

This hield 15 5

—

) diverse that it 1s not teasible to label the eriteria with “Promise” symbols,

[



Entanglement and Squeezing In
Solid State Circuits

Entanglement and squeezing in solid-state circuits, WY Huo and GLL, New
Journal of Physics 10 (2008) 013026

Generation of squeezed states of nanomechanical resonator
using three-wave mixing, WY Huo and GLL, APL, 92, 133102 2008



Strong Coupling in Circuit QED system:
A. Blais, et al. Phys. Rev. A, 69: 062320 (2004),
A. Wallraff, et al . Nature, 431: 162-167 (2004),\

Sun, Wei, Liu and Nori, PRB 2006
Proposals for generation squeezed states in solid state circuits:

K. Moon, S. M. Girvin, PRL, 95: 140504 (2005)
Zhou X X, A. Mizel, PRL, 97, 267201 (2006)
P. Rabl, etal, PRB, 70, 205304 (2004)

R. Ruskov, etal, PRB, 71, 235407 (2005)
T. Ojanen, J. Salo, PRB, 75, 184508 (2007)



Superconducting
5, Charge qubit

H= —E(l— 2n,)o, —E, cos(ﬂq)e)aX : :l> ] ‘¢>Z
‘ o =0)=|T
(2e)° CoVy = >_‘ >z
E. = n, =
2C, 2€

Vy Gate voltage O, External flux



One voltage mode

M@h& IS coupled to the

---- charge qubit
~ .S}}}s
10 pm @ y
H =ha)(aTa+E)—E—
2" 2 )
C, V. +V
n = g(\/C q) Vq :VO(aT_l_a)

: 2e



1
hwaa'a + hwpb'b — §Ec(1 — 2n4)o,

(P + P) I eCy Vo ( s )
o, a' +a)o,
O Cyx

—FE 5 cos




Expanding the effective Josephson coupling
to the first order in ®¢,/®




Low temperature, Resonating
Initial State  |0)|0)|e)
State at time t

(L)) = e~ s [cosAth)lO)le} + sin At ( sin a|0)|1)]g) — i cos a|1>|0>|g>)}

A=A+ X cosa=A,/A sina=\/A



When At= 7/2

The entangled state of the two STLRs,
also the single-photon entangled state

W) = sin «|0)|1) — i cos a|1)|0)



External biased flux &, =0

1 b, +
H = hw,a'a+ hwyb'b — §EC(1 — 2n4)o, — Ejcos m( (;_ q)ax
0
Uy Vo (' +a)o
Cs, ©

Expanding the effective Josephson coupling to

the second order in ®,/®

1
— hi nTn—l—r)/,hhTh— —HOn
I w | IUWOU \v 4 V

U + h
a/ ww 2'UHH Z | %

v A _Z\VT

+hgy (b p— + b%py)
three-body nonlinear interaction Hamiltonian



H —  hw,a'a + huwpbTh — 175(2,0 + hg,(a’p_ +ap.)
o a ! 0 2 z T rtga\® =T WP+
+hg(bp— + b*py)
Ayl = [Q—we|>G
Large AW | al G= /It
detuning [&] = [Q—2w|>G

Qubit: nonlinear media

Canonical Transformation Hg = e ° He®

S =2 (a'p_ —apy) + & (7o —b%py)



Keeping the qubit in the ground state, the effective
Hamiltonian of the two STLRs reads

1 11
Hg = hwga'a + hwyb'b — 5799 (A_a + A_b> (b™a + a'v?)

If w, = 2wp = 2w

In the interaction picture
H; = hk (bTZa -+ aTbQ)

k= —gog»/A Depends on the frequency
and is tunable



In the parametric approximation
H; = hkf (b2e™" + 9b?)

. Amplitude of the pump field
¢ : phase of the pump field

—i/{ﬁt(bwe_w—kewbz)

|

Squeezing operator  S(¢) = e~z (¢TI b

Evolution operator U(t) =e




Setting the phase ¢ = 7/2

The two conjugate operators

1 1

The variances of the two operators become
—¢
&
AXy = \/(XD) — (x1)2 = S~
3
&
AXy = \J(X3) - (X5)2 = &




= m——— A nanomechanical
resonator is fabricated

@ as one part of the

SQUID. The effective

2 area of the SQUID is
—

S=W(L+ x)
= /h/(2Mw,)(b" +b) IS the displacement operator

The effective flux threading .
the SQUID becomes ¢, =¢, + BWx

Generation of squeezed states of nanomechanical resonator
using three-wave mixing, WY Huo and GLL, APL, 92, 133102 2008




The Hamiltonian of the system

1
H = hw,a'a+ hwpb'b — §Ec(1 — 2ng4)0,

7'('((1)8 + BW&?)O_ n GCQVO
g ; Cx

Following the above derivation-- -- -

(a+ah)o,

—F j cos

In Interaction picture

Hi(t) = hﬁzﬁ(bme_w5 + b2€i¢)



Sgueezing operator

S(€) = e—i%(bT2e—i¢+b2€i¢) _ €_i56t(bT2€_i¢—|—b2€i¢)

Az = /(2?) — ((x))? = wpe ¢
= 7 [2
¢ Ap =/ (p?) — ({p))? = poe*

Considering the influence of fluctuation

Az = xo\/e_25 + (L)e

y is the linewidth, ¢ is the squeezing parameter



Choosing the following experimental parameters

E;/27 =4 GHz, Q/27 = 10 GHz,

We /27 = 2wy /21 = 3 GHz,
C,/Cs =0.1, B=02T, W =5 pum,

nonlinear coupling constant /27 ~ 4 Hz

Effective Rabi frequency Q,/27 ~ 16 MHz
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Notion detection of a micromechanical
resonator embedded in a d.c. SQUID

I
S. ETAKI'-2* M. POOT?', |. MAHBOOB?, K. ONOMITSU?, H. YAMAGUCHI?Z AND H. S. J. VAN DER ZANT"™*
"Kawli Institute of Nanoscience, Delft University of Technology, Post Office Box 5046, 2600 GA Delft, Netherlands
*NTT Basic Research Laboratories, NTT Corporation, Atsugi-shi, Kanagawa 243-0198, Japan
*e-mail: s.etaki@tudelft.nl; h.sj.vanderzant@tudelftnl
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NMR System Overview

E Precessing

| | nucleus Time

l g o domain

i pmfse Frequency
i Bruker DRX-50 domain

Further Reading: Abmgam(1], Ernst[g]




Experimental realization ina 7 qubit NMR QC
(G.L. Long and L. Xiao, J Chem Phys 2003)

13C labeled crotopi¢.agid. 7 qubits system.



“An algorithmic benchmark for NMR expermmental realization of seventh-order coupling

quantum information processing

E. Knill*, R. Laflamme~, R. Martinez* & C.-H. Tseng

transformations and the seven-qubit modified Deutsch-Joz

algorithm
* Los Alamos National Laboratory, MS B265, Los Alamos, New Mexico &
USA
T Department of Nuclear Engineering, MIT, Cambridge, Massachusetts () ot Wa o denas Yanm ¥iamming & Ok
Ly Daxiu Wel, Jun Luo, Xiaodong Yang, Xianping Sun, Xizhi
feng, Maili Lin, Shangwu Ding, and Mingsheng Zhan
Peniisbuisbutcte B B MBS et e

Experimental realization of Shor’s
quantum factoring algorithm
using nuclear magnetic resonance

Lieven M. K. Vandersypen* 1, Matthias Steffen* 1, Gregory Breyta“,
Costantino S. Yannoni*, Mark H. Sherwood* & Isaac L. Chuang*

* IBM Almaden Research Center, San Jose, California 95120, USA
T Solid State and Photonics Laboratory, Stanford University, Stanford,
California 94305-4075, USA
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Example of (Quantum) Cryptography

Sample of key material

B 00001010 01111111 01010111 01011010 00010011
. Alice and Bﬂb generate ShHFEd key A 0001040 01111111 01010111 01011010 000100mM
material (random numbers) using single A 00000011 11100111 11011111 00000100 08001100
phﬂtﬂn transmissions of quantum B 10110100 11101110 0f1i0000 1oio0101 11111001
) i A 10110100 11101110 01110000 10100101 11111001
prtﬂgraphy over 14 km of Dptlcal fiber B 00110100 01001000 10000000 10111111 01010101
A 00110100 01001000 10000000 10111111 01010101
+ e.g. use of key for “one-time pad” B 10111111 00000000 00100010 01011000 11011010
encryptianr’decryption of short A 10111011 01000000 00100010 01011000 11011010
messages:
Alice encrypts Eve (enemy cryptanalyst) sees Bob decrypts
Secure communi cations are 0>%02,0C_@0{Es0su”AH{AVG" Secure communi cations are
becoming more and more | | CowUnsEjO x.0-w0Q!-6kdwdrSAj | .| becoming more and more

important, not only in their
traditional arenas, but in

6RO FbAOdsct v O»0 fHaF9 [
AgN-1+i4, Ta3TEbeEQuUO+He0 GaU

everyday life. X T, 0@

plaintext = “m”

Y

ASCII = 10110110 - ciphertext = “¢”

® key = 10010010 /
001001 00

important, not only in their

traditional arenas, but in
everyday life.

ASCI = 01000100
@ key = 10010010

10110110

Y

decrypted = “m”
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Bennett-Brassard 1984 protocol (BB84)

1

L

O R

R)= (0

L) =—5(0)+[1) /
=(0)-[1) \

il



BB84 protocol without Eve present

Alice) PRXIXRXXX DX DX DX

VNN N TS =/

1 0 01 1 0 O 1 0 1

Bob | X PR DX DDDD

1 0 1 1 O 0 0 O

1 0
1 0 O 0

Raw Key 0 1

!

RIS 14
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CNANnel anda a classical public CNAnnel. NOrmaily single pno- 0T MEeIr Key DY an eavesaropper Woulld be a requcton o1 me
tons are being used to carry the information and the quantum  correlation between the values of their bits. Let us suppose,

receliver
BOB

diagonal
detector basis

diagonal
polarization £

horizontal =vert
detector basis

horizontal —wver
polarization £

ALICE's bit segquence 1 1] 1 1 1l i) 1 1 W] o 1 1 1 1]
EQE's detecticon bagia B ! n B B u E = !
EOE's measurements 1 4] o 1 a a 1 1 4] 0 a 1 0 0
retained bit gseguence 1 = = 1 o0 0 = 1 0 oD - 1 - 0

Fig. 1. The principle of QC according to the BRE4 protocol. Alice sends down an optical fiber photons polarized randomly either horizontally, vertically, at
457, or at —=45° (row 1), Bob randomly chooses one of his analyzer basis (row 2) and records his result {row 3). Then they compare the used basis and

ratain all results with compatible basis (row 4)
BB84 Jj %



B92 protocol

0
1
909
. 450 \ . 09
/ — 450
0
Alice Bob

C. H. Bennett, Phys. Rev. Lett. 68, 3121 (1992)



Hwang-Koh-Han 1998 protocol

N, N,
E#®) 0...10110011(0---1011001
MB |[® - ©®PPRXIRXD |- DPIDDRXXKD
Alice |\ ... —/ | —/ N1 |/ -+ —=\—1| \/ |
Bob |\eov—/ | —/ N1 |/ TNT N/ |

W.Y. Hwang, I.G. Koh and Y.D. Han,
Phys. Lett. A 244, 489 - 494 (1998)

TSNS 18



Ekert 1991 protocol (Ekert 91)

A.K. Ekert, Phys. Rev.
Lett. 67, 661-663 (1991)

| (D_>AB — (ITA‘LB>_“LATB>)

. Bob
Alice



Bennett-Brassard-Mermin 1992 protocol
(BBM92)

C.H. Bennett et al., Phys.
Rev. Lett. 68, 557-559 (1992)

@) = (Tads)=[1a15))

Alice Bob

Like BB84,
choose

randomly two
MBs

20



LLong-Liu 2002 protocol

G L Long, X S Liu, Phys. Rev. A 65, 032302 (2002)

Alice  Bob

P()P(2)

—

. ......................... .
' "

. .................................... :
L ;




Deng-Long 2003 protocol (CORE)

Controlled Order Rearrangement Encryption for qguantum key distribution

F G Deng and G L Long, Phys. Rev. A 68, 042315 (2003).

( L]

EPR pair ), =75 (0)0), -1, 11,)

V) e =75 (000, 11,0},
1
L

Ve =

), =75 (0)0)s +11,1,)

EREPNE YN ES 22
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Pair A;B, Pair A,B,
‘ ‘ A, and B, from different pairs
A > (1 0
- — 110 1
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Quantum Secure Direct Communication

e Two requirements:

» Alice and Bob can exchange secret information directly
without first establishing a key and then send the information
through a classical channel using the one-time-pad.

* The secret information can not be leaked even though Eve
can intercept.

EREPNE )N E 26



Quantum secure direct communication

Two-step quantum direct communication protocol using the Einstein-Podolsky-Rosen pair block

F G Deng, GL Long and XS Liu, Phys. Rev. A 68, 042317 (2003).

wis: |v), =25 (0L, -11,)0),)

coding operation

0 -39 ), =011, -11,)0),)
S A v) o =75 (0], 411 J0),)

10 o] 97} =75 100,00), -11),1), )

. 0 1
lo, =
11 ’ (—1 Oj LN 4




PHYSICAL REVIEW A 68, 0423XX (2003)
Two-step quantum direct communication protocol using the Einstein-Podolsky-Rosen pair block

Fu-Guo D'v.:ng.l'2 Gui Lu Long. 1234 and Xiao-Shu Lin'?
' Department of Phvsics, Tsinghua University, Beijing 100084, Peopies Republic of €
*Kev Laboratory For Quantum Information and Measurements, Beijing 100084, People s Republic of China
*Center for Atomic and Molecular NanoSciences, Tringhua University, Beijing 100084, People’s Republic of China
Ynstitute of Theoretical Physics, Chinese Academy of Sciences, Beijing 100080, People’s Republic of China

iReceived 18 June 2003)

vyt
T

A protocol for quantum secure direct communication using blocks of Einstein-Podolsky-Rosen (EPR) pairs
is proposed. A set of ordered N EPR pairs is used as a data block for sending secret message directly. The
ordered N EPR set is divided into two particle sequences, a checking sequence and a message-coding sequence.
After transmitting the checking sequence, the two parties of communication check eavesdropping by measur-
ing a fraction of particles randomly chosen, with random choice of two sets of measuring bases. After insuring
the security of the guantum channel, the sender Alice encodes the secret message directly on the message-
coding sequence and sends them to Bob. By combining the checking and message-coding sequences together,
Bob is able to read out the encoded messages directly. The scheme is secure because an eavesdropper cannot
get both sequences simultaneously. We also discuss issues in a noisy channel.

DOL: 10.1103/PhysRevA.65.0423XX PACS numberis): 03.67.Hk, 03.65.Ud, 03.67.Dd, 03.65.Ta

PR 28



TWO-5TEP QUANTUM DIRECT COMMUNICATION . ..

Alice Bob Alice Bohb Alice Bob Alice  Bob

—

PA1) P42 Pl P(2) P{l)  PLI Pill P

FIG. 1. Mustration of the QSDC protocol. Alice prepares the
ordered N EPR pair in the same quantum states and divides them
into two partner-particle sequences. She first sends one sequence to
Bob for checking eavesdropping by choosing a fraction of particles
to measure with randomly chosen measuring basis. If the quantum
line 15 secure, Alice encodes the partner EPR pairs, using four uni-
tary operations, the secret messages and sends the second sequence
to Bob.



BORT I LA Al T 5

Efficient multiparty guantum-secret-sharing
schemes, L1 Xiao, Gui Lu Long, Fu-Guo Deng, and
Jian-Wel Pan, PHYSICAL REVIEW A 69, 052307
(2004)

1+

Secure direct communication with a quantum one-time

pad, Fu-Guo Deng and Gui Lu Long, Physical Review
A 69, 052319 (2004)

Bidirectional quantum key distribution protocol with
practical faint laser pulses, F G Deng and G L Long,
Phys. Rev. A70, 012311(2004
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Daylight Quantum Key Distribution over 1.6 km

W T, Buttler. E. I. Hughes, S, K. Lamoreaux, G. L. Morgan, 1. E.

Mordholt, and C. G, Peterson

University of California, Los Alamos National Laboratory, Loy Alamos, New Mexico 87545
(Received 14 January 2000)

Quantum key distribution (KD} has been demonstrated over a point-to-point Le-km atmospheric
optical path in full daylight. This record transmission distance brings QKD a step closer to surface-to-

satellite and other long-distance applications.

PACS numbers: 03.67.0d, 03.65 B, 42.50.Ar, 42.79.5z

Cuantum cryptography was itroduced in the mid-1980s
[ 1] as a new method for generating the shared. secret ran-
dom number sequences, known as cryvptographic keys. that
are used mn crypto-systems o provide communications se-
curity { for a review, see [ 2|1 The appeal of quantum crvp-
tography (or more accurately, quantum key distnbution,
QKD 1s that s secunty 15 based on laws of nature and
mtormation-theoretically secure techniques, n contrast 1o
existing methods of key distribution that derve their secu-
rity from the percemved mtractabihty of certamn problems
i number theory, or from the phvsical security of the dis-
tribution process.

Several groups have demonstrated QKD over multkilo-
meter distances of optical fiber [3], but there are many key
distribution problems for which QKD over line-of-sight
atmospheric paths would be advantageous (for example,

It 1s impractical to send a courler to a satellite). Free-space

bit i the sequence. Alice prepares and transmits a sngle
photon to the recipient, “Bob,” who measures each arriv-
ing photon and attempts to dentify the bit value Alice has
transmitted. Alice’s photon state preparations and Bob's
measurements are chosen from sets ol nonorthogonal pos-
sibilities. For example, using the BY2 protocol [11] Alice
agrees with Bob (through public discussion) that she wall
transmit a 45° polarized photon state |45}, for each “0" in
her sequence, and a vertical polarized photon state |v), for
cach 1" in her sequence. Bob agrees with Alice to ran-
domly test the polarization of each arnving photon with
—45° polarization, |—435). to reveal “1s,” or horizontal
polarization, |h), to reveal “0s.” In this scheme Bob will
never detect a photon for which he and Alice have used a
preparation/ measurement pair that corresponds to differ-
ent bit values, such as [h) and |v). which happens for 50%

of the bits in Alice’s sequence. However, for the other




B o oulpul ports 1s uscd o monitor e average pholon num-
ber it of the dim pulses as follows: (1) a calibration photon-
number measurement 15 made from the rate at which a
calibrated smgle-photon counting module (SPCM) [20]
fires at the transmitter’s SM transmission-fiber output with
a given mput, (2) next the transmitter’'s SPD count rate 1s
calibrated to the SPCM firing rate with the same input to
determine the SPD efhiciency, which 1s then (3) used with
the experimental SPD count rates to measure the transmit-
ted i key generation mode.

At the QKD recewver (Bob)y light pulses are collected

bv a 8.Y9-cm diameter Cassegrain telescope and directed

4
CJ {0

Beam
Expander

) ©

g —-
o U = 'l'iﬁw@
B92 QKD TRANSMITTER
Cooled Diode Lasers: —@ SM Fibers: {3
l“’ulcn'imrﬁ:t BSs: 1Fs: SPD: 'I

FIG. 1. Free-Space QKD Transmitter {Alice): The legend de-
scribes the basic components; cooled data lasers (on left) are
pulsed 5 ns prior to the timing laser. See text for details.

Adtenuators:

LEGEND

LA under cloudiess Mew VIexico sKies, By [ LI LA
turbulence induced beam-spreading hindered our ability
to efficiently acquire data at low bit-error rates (BER), €
(where BER, e. 15 defined as the ratio of the number of
bits recerved 1 error to the total number of bits received).
The system efficiency, sy, which accounts for losses
between the transmitter and MM fibers at the receiver.
and the receiver’s SPDs efhiciencies had an average value
of {neys) ~ 0.13 with a standard deviation of o = 0.04.
Fluctuations i ey were caused by turbulence mduced
beam spreading and beam wander: the typical beam

Cassegrain I { ]
Telescope I I
@)

BY92 QKD RECEIVER '

Polarization I PHH:E

Controllers

0
-0
SPDs: ' -~w-xm-|“.-wn:'

FIG. 20 Free-Space (KD Receiver (Bob): The legend de-
scribes the basic components; SPD MM-fibers are longer than
the “warm™ APD MM-fiber to delay the dim pulse 10 ns relative
o the bright timing-pulse. See text for details.

BS (50050

Polarizer: MM Fibers:
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000) + b [111))
001) +b|110))
010) + b [101))
100) + b | 011))

ShorH) kA

00) — (a
00) — (a
00) — (a
00) — (a

TSRS32

000) + b [111))
001) +b[110))
010) + b [101))
100) + b | 011))

00)
01)
10)
11)
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(a|000) +b|111))|00) + (a|001)+b [110))]00)
U
(a|000) +b|111))|00)+ £(a|001) + b [110)) |01

For small error, with large probability to obtain
(0,0) and small probability to obtain (0,1)
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Quantum Teleportation
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Bell States

o For a2 qubit system there a 4 bell states

* The 4 states are orthogonal - They can be
represented as a Unitry Transform.

e The Propery that make BELL STATES so remarkable is that
we can transform for one state to another by only changing 1
qubit.

EREPNE YN ES 44
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Superdense Coding
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Super Dense Coding

Alice & Bob have the long distance feeling

Goal: to transmit some CLASSICAL information
from Alice to Bob.

Alice Is In possession of two classical bits of
Information which she wishes to send to Bob but
can only send one qubit to Bob.

Can she achieve her goal?



Super Dense Coding
e Super Dense Coding says YES!

- They both initially share a pair of qubits in the entangled state.

_[00)+[13)

)= L

- Alice initially has the first qubit and Bob has the second qubit.
- Note the qubit is prepared ahead of time by a third party who
then sends one to Alice and one to Bob

- By sending a single qubit to Bob, Alice can communicate
two bits of classical information



Super Dense Coding

1 qubit 1 qubit

00:1 O0O1:Z ,
10: X 11aY




Super Dense Coding
e Procedure:

- If Alice wants to send...

910] She does nothing

MR She applies the phase flip Z to her qubit
(0] She applies quantum NOT gate X

Il She applies the iY gate

e Then Bob applies an appropriate measurement operator



Super Dense Coding
e Four Resulting States

> Bell States




Super Dense Coding
e Notice that the Bell States...

Form an orthonormal basis

e

1

:E((oo\oo>+<oo\11>+<11\oo>+<11\11>)

(2)=1

...therefore can be distinguished by an appropriate quantum

measurement. Example:

Py; = |bs;) (b



PHYSICAL REVIEW A, VOLUME 65, 022304

General scheme for superdense coding between multiparties

XS Lin™* G L. Long.™

2343 M. '['-Jng2 and Feng [if

' Department of Physics, Tsinghua University, Beijing 100084, China
*Department of Physics, Shandong Normal University, Jinan 250014, China
Kev Laboratory for Quantum Information and Measurement, Beijing 100084, China
*nstitute of Theoretical Physics, Chinese Academy of Sciences, Beijing 100080, Peoplek Republic of China
Center for Atomic, Molecular and NanoSciences, Tvinghua University, Beijing 100084, People s Republic of China
Basic Education Section, Captial University of Economics and Business, Beijing 100026, Peoples Republic of China
(Received 25 July 2001: published 4 January 2002)

Dense coding or superdense coding in the case of high-dimension quantum states between two parties and
multiparties is studied in this paper. We construct explicitly the nmuea{rr;:nmn[ basis and the forms of the
single-body unitary operations corresponding to the basis chosen, and the rules for selecting the one-body

unitary operations in a multiparty case.

DO 101103 PhysRev A65.022304

(Quantum dense coding or superdense coding [ 1] 1s one of

the important branches of quantum-information theory. It has
been widely studied both in theory and in experiment | 1.2].
The basic 1dea of quantum dense coding 1s that quantum
mechanics allows one to encode information in the quantum
states that 1s denser than classical coding. Bell-basis states
|1||r+'-

=1

|00y + [ 113)/42,

| =y =(|00) =] 113)/2.

PACS numberis): 03.67.—a, 89.70.4¢

To present our scheme more clearly, let us first begin with
dense coding between two parties i three dimensions. The
general Bell basis of the Hilbert space of two particles with
three dimensions 1s [5.6]:

|} =E_ ™3 @ | j+mmod33/43, (2)
j
where n.m.j=0,1.2. Explcitly,
| oo) = (00} + [ 113 +]22))/ V3,
YRES 53
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Secret Sharing

Bob and Charlie:

Honest or

Dishonest ?

Agent Bob RERFARER Agent Charlie



Message: Key: 0101001 Alice

@ Secretkey:1011010 Bob

Coded:1110011 Charlie

Message: Key: 0101001
H ’” Alice
= =

Agent Bob



agent can eavesdrop
without awareness!

Agent Bob ¥ Adekt Charlie
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Secret Sharing Rules:

1.There may be one --and at most one--
dishonest agent.
dishonest

2. If these two agents carry it out together,
the honest agent will prevent the
dishonelst one from obstruction.

\\ AV 2N

i
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Entanglement Attack
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